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Currently due to the limitation of 
resources available to the network of 
Internet Hotlines, Hidden Services such 
as TOR, hosting CSAM may be to all 
intents and purposes “untouchable” 
particularly in relation to notice and 
takedown at source, however the CSAM 
may still be captured in the INTERPOL 
data base and nonetheless the services 
are still susceptible to conventional, 
intelligence led Law Enforcement 
investigations. 

In the past 10 years ISPAI  
Hotline.ie has traced CSAM to 
57 countries around the globe, 
which proves once again that 
Online Child Sexual Abuse is a 
global problem which requires a 
global response and approach.  

57 Countries Worldwide -  28 in Europe (6 non-EU Member States)                        

Hotspots – Locations to Which Hotline.Ie has Traced CSAM Over The Last 10 Years
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Challenges Ahead - National and Global

An integrated and comprehensive 
global response is critical to effectively 
combat the Online distribution of Child 
Sexual Abuse imagery and videos, an 
aspect that cannot be overstated.  The 
study, “A Global Landscape of Hotlines 
Combating Child Sexual Abuse Material 
on the Internet and an Assessment of 
Shared Challenges”, conducted by the 
National Center for Missing and Exploited 
Children (USA) with the financial support 
of Google.org, shows there are almost 
150 countries worldwide without a CSAM 
Hotline Service. To date there are 52 
Internet Hotline in 47 countries coming 
together in the fight against CSAM as 
INHOPE. ISPAI is actually one of the 
founding Members of INHOPE, because 
Ireland has understood early on that this 
phenomenon cannot be tackled  
in isolation. 

In terms of global response to CSAM, one 
of the most significant challenges is the 
legal definition of “Child Pornography” 
and what constitutes “a child”. In Ireland 
the Child Trafficking and Pornography 
Act (1998) is very specific and clear, 
enabling Hotline.ie to make precise and 
undisputable assessments. However, 
legislation in some areas is broad and 
open to interpretation, furthermore with 
the age of a “minor” wildly varying. That 
is why there can be cases where content 
might be deemed illegal in the reporting 
country but assessed as not illegal in the 
hosting country.    

As the aforementioned Global Research 
shows, 71% of Internet Hotlines operate 
as non-profit organisations, with 
funding generally stemming from 
Government grants and contracts, EC 
grants, corporate financial and in-kind 
contributions. Thus, funding can be 
unpredictable, at times insufficient, 
which in turn may restrict and impact 
Hotlines technologically, limiting 
training opportunities, capacity building, 
hindering effective competition to hire 
and maintain qualified staff and could 
potentially threaten the sheer existence 
of Internet Hotlines. 

In terms of operational challenges 
Hotline.ie has seen an increasing number 
of reports concerning suspected CSAM 
hosted in areas such as hidden services 
- dark web (TOR), proxy servers, 
cyberlockers, invitation only groups 
(closed groups) where paedophiles are 
trading CSAM. 

Evolving digital video production 
technologies has contributed to an 
increase of video content depicting Child 
Sexual Abuse, over the past 5 years. This 
is an operational challenge for Internet 
Hotlines around the world as the size 
of the video alongside the method of 
distribution can translate into exceeding 
slow download time, restriction on the 
number or size of file downloads per day, 
limited time availability of the content at 
that location (such as links available for 
24h). Furthermore, videos are currently 
reviewed manually which is extremely 
time consuming. 

Commercial CSAM is another challenge 
as to actually access the content 
requires test transactions which are 
not only restricted to Law Enforcement 
investigations but also cannot be carried 
out in all EU Member States due to  
different national legislations.

Scan the QR Code for: 

“Global Research mapping 
the landscape of Internet 
Hotlines combating CSAM”, 
conducted by the National 
Centre for Missing and 
Exploited Children (USA) 



And last but not least the lack of P2P 
reports despite the fact that Content 
Analyst have seen some of the most 
disturbing and abusive images of 
children being sexually abused via P2P 
sites and when they have searched for a 
file that has been reported it is clear that 
many files on P2P services are if nothing 
else, very suspiciously named. 

While the actual scale of Online CSAM 
distribution cannot be accurately 
quantified, there is no doubt that it is 
very large and will remain an ongoing 
issue particularly as global Internet 
penetration grows.

Organisations around the world are 
constrained by having to fight this global 
phenomenon within the framework of 
national legislation which varies across 
jurisdictions, while, needless to say, the 
criminals distributing this content are not 
operating within the same constrains. 

On a positive note, the international 
multi-stakeholder model, in which 
Internet Hotlines dealing with Online 
CSAM reports play a crucial role, has 
proven successful in disrupting criminal 
activities, removing CSAM at source and 
reducing the availability of such content 
on the open Internet.   

We believe that, in recent years, 
thanks to ongoing global efforts – Law 
Enforcement Agencies, Governments, 
NGOs, civil society through public 
reporting etc. - the Internet has  
become a more hostile place for online 
sexual offenders. 

However, this is no time for 
complacency, every CSAM 
image or video is a crime scene, 
documented evidence of a 
crime being committed - a child 
being sexually exploited and in 
many cases actually raped - so 
we have to continue to work 
most effectively and enhance 
our systems to ensure that 
we remain relevant and at the 
forefront of the fight against 
Online CSAM.
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Our Strategy

 �Provide free of charge anonymous reporting service – 
www.hotline.ie – where members of the public may report 
suspected illegal content, particularly Online Child Sexual 
Abuse imagery and videos.

 ��Maintain and strengthen the effectiveness of ISPAI  
Hotline.ie in the fight against the Online distribution of 
CSAM, by ensuring clarity and focus of ISPAI Hotline.ie remit.

 �Strive to achieve better public awareness and visibility 
as more reports may lead to more CSAM being identified, 
taken-down and contribute intelligence to assist LEA in child 
victim / offender ID.

 �Operate as a full Internet Hotline; unlike many other 
Hotlines, since inception Hotline.ie has been  receiving 
reports on all Internet services such as P2P, UseNet, TOR, 
etc., not solely Web.

 �Improve effectiveness of Hotline services and technology 
to ensure Hotline.ie remains relevant and at the forefront 
of the global fight against CSAM. ISPAI has made constant 
sizable investment in Hotline.ie report processing database 
to ensure all relevant data relating to the distribution, 
production and proliferation of CSAM is recorded to allow 
research and mapping of this issue.

 �Promote self-regulation and stakeholder inclusion which 
have been at the core of ISPAI Hotline.ie’s model, operations 
and successes since November 1999.

 �Promote the NTD system in Ireland to ensure swift, 
coordinated (LEA-ISP) action against CSAM when  
content is hosted in Ireland. 

 �Drive INHOPE forward through active involvement as a 
founding member to ensure international reach and decisive 
action against CSAM is widened and improved;  
Hotline.ie was one of the 11 Hotlines [of 52 in the world] 
involved in the proof of concept, pilot ICCAM system. When 
fully operational, this system will the greatest step forward 
in the potential value of Hotlines’ work to the fight against 
online CSAM since the inception of Internet Hotlines as 
enablers of international Notice & Takedown.

 �Joining forces with Safer Internet partners (e.g. Webwise, 
ISPCC and NPC), in deploying complementary Safer Internet 
services: awareness, helplines and hotline to people residing 
in the Republic of Ireland. 
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